
90.457 – 001 Network Security Final Exam
(Part I) 
Due  May 13th, 2004


Name: _______________________________

1. 20 points

a) Describe in detail the Meet-in-the-Middle attack.

b) Describe Man-in-the-Middle attack.  Give an example how it can be used to break a Diffie-Hellman key exchange.

      
2.
10 points

Explain what IKE is, and why IKE is needed in IPSEC communication.  Clearly explain what CANNOT be done without IKE.

3.      10 points

How is Diffie-Hellman used in IKE?  Why is authentication needed in order to do Diffie-Hellman in IKE?

4.
20 points


Consider the following security requirement:

A needs to send a message to B, who is behind a VPN – meaning that there is a security gateway before B can be reached.  The purpose of the gateway is only to authenticate the user.  However, A wants to send secret messages to B.  Explain what scheme you will need to use in order to achieve this.  State clearly what modes you would apply (tunnel/transport) and where.  Explain what entities need to support IPSEC, and which protocol to support, and in what order.  Draw the packet format and explain the order of encryption and decryption.

5.   10 points

Explain what selectors are, and how they are used to extract information from the SPD.

6. 10 points

Explain the role of the SPD in IPSEC processing, both inbound and outbound.  Clearly explain the case when the SA does not exist.

7. 20 points

Explain the 3 modes (Main, Aggressive, and Quick) in IKE, and how each is used in IPSEC.

Part II

50 points
A company has a design for a remote host monitoring system.  The system consists of 3 Modules:  The Viewer, the Authenticator, and the Remote Server.   Basically, the Remote Server is connected to a host located apart from the Viewer and Authenticator.  When the Viewer is run, it establishes a connection to the Remote Server and controls the host remotely.  The host’s video display will be transmitted to the Viewer through the Remote Server.  The user at the Viewer can enter keystrokes and mouse movements to control the remote host.   The purpose of the Authenticator is to allow the Viewer to be configured to control the remote host.   Before the Viewer can connect to any remote host, it has to be configured in the database of the Authenticator.    After that, the Viewer first sends a connection request to the Authenticator requesting connection to the remote host.  The Authenticator notifies the Remote Server for the remote host.  Then the Remote Server connects with the Viewer and sends the Viewer video display from the remote host, and the Viewer sends control information (key strokes, mouse movements) back to the Remote server to control the remote host.
The early version of this product does not have any security built in.  Now the company is trying to sell a version of the product to the military, which requires it to be secured. Assume that all 3 modules are installed on separate locations on the network.   
1) What are the security issues between
The Viewer and the Authenticator?
The Authenticator and the Remote Server?
The Viewer and the Remote Server?
Please describe in detail where the potential weaknesses are.
2) What algorithm would you recommend for 
Protecting the transmitted data?
Data integrity?
Verification of identity?

Please describe what needs to be implemented in order to address these issues.
3) Describe an architecture for this product using SSL for security.  The algorithm and the procedure of operation.













































